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Baker Hughes

Improving production “double
digits” with digital tools

Digital tools to support production could have as big an impact on the industry
as the invention of horizontal drilling and fracking, says Paul Madero of Baker
Hughes. It helped ENI improve production double digits

Traditionally, when the oil and gas industry
wanted to increase production, it drilled a
new well.

But with the benefit of digital tools such as
Baker Hughes’ Leucipa automated field pro-
duction solution, you may be able to produce
more from your existing asset. “That’s the
shortest cycle barrel you can put your hands
on,” says Paul Madero, senior vice president,
Production Solutions for Baker Hughes Oil-
field Services & Equipment.

Leucipa is used on 75,000 wells as of Janu-
ary 2026. ENI saw a “double digit” increase
in production from using the software and
also improved productivity, he says. Repsol
is a major customer.

ExxonMobil is also a customer. An Exxon-
Mobil speaker presented at the Amazon Web
Services re:Invent conference in December
2024, talking (among other points) about
how much value it was getting from Leucipa.

Customers have compared the software
with others on the market. “They do a thor-
ough assessment,” he says. “They see whose
product and tool can solve specific scenarios
on specific wells. Leucipa was able to navi-
gate all those obstacles.”

Mr Madero believes that software tools
like Leucipa could have as big an impact on
oil and gas production as the development of
horizontal drilling and unconventional pro-
duction.

“It will drive a revolution in how we de-
liver production, decrease cost and increase
opportunity,” he says. “You can see more
clearly, and automate the decisions, to de-
liver a more consistent outcome.”

“Our customers are viewing Leucipa as a
critical technology that can improve produc-
tivity and deliver a lower carbon barrel than
before.”

In the oil and
' gas industry,
. much of the focus
has always been in
exploration, drill-
ing, well stimula-
tion and transport,
and comparatively
little in produc-
tion, he says. But
production is the
direct source of

Paul Madero speaks to Baker
Hughes Production Solutions
digital leader Sebastiano
Barbarino during the Annual
Meeting in Florence

the value.

Most companies manage production by
doing physical field trips to wells and putting
data in spreadsheets.

Digital technologies for production over
much of the past 20 years may have had
“more promise than delivery,” Mr Madero
says.

Expand Energy

Expand Energy, North America’s largest nat-
ural gas producer, announced in January that
it will use Leucipa on thousands of gas wells
in the US, to help staff make data driven de-
cisions to improve operational efficiencies.

This will enable the company to have more
certainty about its ability to meet contract
commitments, and to model future scenarios.

Its wells are in the Marcellus, Utica, and
Haynesville shales.

Leucipa will be deployed on Amazon Web
Services (AWS), provided as “Software as a
Service.”

Expand will also pilot “Lucy,” the Leucipa
generative Al production assistant, which
provides a conversational interface to the
production data analysis.

Baker Hughes and Expand Energy will
work together on developing new workflow
tools. The software will also connect with
Expand’s existing digital tools, such as work-
flows for gas nominations (requests to sched-
ule the transportation of natural gas through
pipelines) and field forecasting.

“This collaboration marks a significant
step forward in the digital transformation of
our upstream operations,” says Josh Viets,
executive vice president and chief operating
officer at Expand Energy.

Production challenges

The value in Leucipa is in its ability to help
operators make the best choice between the
various parameters they are able to adjust in
production operations, Mr Madero explains.
Operators can find the settings with the most
value.

For example, you can adjust power to
downhole submersible pumps, or adjust the
use of chemical injection.
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It is not just about turning a pump on and
off. Every reservoir has specific characteris-
tics, and production properties can change
minute by minute, he says. “And you can
never put your hands on it because its 10,000
feet below the surface.”

Production engineers have a challenge of
maintaining production levels without collaps-
ing and damaging the reservoir. “It is a highly
dynamic equation,” he says. “As production
changes, you need to make different decisions
at the surface.”

You might be in a situation where you want
to increase production, but the well has a
tighter choke (bottom hole valve) to keep the
bottom hole pressure high to avoid damaging
the formation.

Higher production while you have a tight
choke is equivalent to using a car accelerator
and brake at the same time, he says.

Or you have to find the right play-off be-
tween increasing production and increasing
wear on the artificial lift mechanism (such as
the downhole pump).

Leucipa can help you make this decision,
such as by telling you how much of the re-
maining useful life of a pump was “used” dur-
ing a certain operation.

“When you understand how your equipment
is operating, when you are potentially making
some trade-offs on the lifecycle of that equip-
ment, you can plan for repairs and replace-
ment,” he says.

If you have a series of wells getting close to
needing repair, it can work out the best way to
operate them to get the most out of the remain-
ing life, and then doing the repair at the most
convenient time.

Some companies need to hit a specific pro-
duction quota. If some wells are unavailable

due to a situation such as weather, they have to
find a way to increase production elsewhere.

It could also be used to find the best way
to ensure an operator meets longer term pro-
duction volumes agreed or promised to host
governments.

There is some commonality to production
challenges around the world and also a lot of
diversity, he says. For example, well sites in
some parts of the world do not have access to
a consistent stream of electricity.

If the available supply is insufficient to
operate all of the equipment, Leucipa can help
by showing how available supply can be re-
directed to the highest producing wells.

“When you break down the variables that
go into delivering production, Leucipa allows
you to connect all those variables,” he says.
“You can drive a more consistent outcome,
production increases and your downtime gets
shortened.”

“It gives you a better understanding of
where value leakage and value creation are
taking place,” he says.

The software might show you for example
that something you thought was happening is
not happening as much as you would like.

“The ability to have a superior level of con-
trol to produce hydrocarbons is extremely im-
portant.”

A further benefit is that the software can
help increase the productivity of a production
engineer, so one person can oversee produc-
tion on 100-200 wells rather than 20.

It can also be used to manage “production”
of CO2 storage, where the emphasis may be
more on maintaining reliability of the injec-
tion rate.

It can be used to help manage CO2 for en-
hanced oil recovery. “That orchestration is

where Leucipa can shine even more. It allows
you to understand what levers you should be
pulling,” he says.

Integration and orchestration

Leucipa can connect with equipment and
software tools from all vendors, not just from
Baker Hughes.

Over the past 20 years of digitalisation,
some companies have built their own tools,
others have bought software. Companies often
“have this large library of software [tools] that
don’t talk to each other,” he says.

“Leucipa connects to any software the client
has or wants to purchase.”

Leucipa also has the ability to co-ordinate
or “orchestrate” what the other software tools
are doing, he says.

Different models

Inside Leucipa there are Al based tools, phys-
ics-based models, and predictive asset-based
models.

The physics-based models use engineering
and physics equation-based understanding of
how equipment behaves, built up over years of
scientific and engineering research and oper-
ating experience. For example, it is possible
to build very sophisticated physical models of
electrical submersible pumps.

The company does not see Al as a stan-
dalone service, but an addition and comple-
ment to other digital services.

The physics-based models can be combined
with neuro Al tools such as large language
models. “We believe our hybrid model and
approach is unique in that space,” he says.

CHCE Y
CITETE

Baker Hughes and autonomous well construction

Baker Hughes' Kantori digital solution for well construction is designed to autonomously do well planning, monitoring and
optimisation as well as drilling. Dr Matthias Gatzen explained how it works

In January, Baker Hughes launched Kantori,
described as a “unified digital autonomous
well construction solution”, covering well con-
struction planning, execution (drilling), mon-
itoring and optimisation. It includes a mixture
of Al physics-based models and real time data
analytics, to support operations and specific
workflows.

It can work at a well or a field level. It inte-
grates the Corva solution for real time analytics
and predictive intelligence in drilling.

Kantori is designed to help customers
achieve drilling costs that are the same as the

AFE (Authorization for Expediture), says Dr
Matthias Gatzen, executive director, Digital
Drilling Business, Baker Hughes.

Historically, digital tools in the industry for
drilling have been “quite disjointed,” he says.
There were many different applications doing
something different for different stakeholders.
What is new specifically about Kantori is that
all the relevant tools are connected together.
“Our customers are looking for a solution, they
don’t want an app.”

The goal of the system is to support rapid
decision making, reduce the amount of human

intervention ne-
cessary, reduce
non-productive time
of drilling rigs and
variability. So, drill-
ing can be safer and
more predictable.

‘ﬁﬂ'

Matthias Gatzen, executive
director, Digital Drilling Business,
Baker Hughes

There have been
times the software
has helped achieve
a greater than 40
per cent improvement in rate of penetration,
he says.
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The autonomous technology has helped steer
drill bits within a 2-metre window in the sub-
surface, “which is very challenging,” he says.

There have been improvements of “weight to
weight times” (total time taken during a drill-
ing connection) of 30 per cent.

The software tool also helps operators do
much more with their level of skills.

The digital tool also enables drilling to be
done with more consistency. Where expertise
is provided as part of the advice in the soft-
ware, it is like “you get the best engineer on the
best day every single time of your operation,”
he says.

There are still onsite drillers, a person or a
crew responsible for the operation. But they are
supported by the autonomous system. “They
are there to drive that final maximum perform-
ance out of the system,” he says.

There is also a team of top engineers sitting
in a remote “solution room,” who determine
what to do when an “exception” happens.

Kantori is one of three major digital solu-
tions from Baker Hughes, the others being
Leucipa for field production and Cordant for
asset performance management.

Putting these tools together, it becomes pos-
sible to incorporate well construction as part of
a broader value chain, such as for delivery of
gas volumes at promised levels.

A scalable solution

Kantori is provided as a “scalable solution,”
where you can get deeper and deeper in your
use of it, until getting to full autonomous oper-
ations.

The first layer is where it provides monitor-
ing. Once companies are comfortable using
digital tools for monitoring, they can go to the
second layer, with orchestrating the operations.
Once that scales, you can go towards the third
layer of full autonomous operation.

Baker Hughes has a systematic change
management process, to help customers get to
where they want to be, gradually getting used
to each step.

To understand what it means to get used to
a level of autonomy, Dr Gatzen cites semi-au-
tonomous technology on cars, which can auto-
matically change lanes when driving down a
highway.

“The first time I drove one of those cars it
wasn’t driving the way I would drive,” he says.
“It was changing lanes more rapidly than I do.
I had to get used to it.”

What autonomous drilling
means

Autonomous drilling can be thought of as an-
alogous to autonomous aviation. Even though
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modern planes can fly by themselves, the
pilot in a plane is still responsible for making
sure the plane takes off and lands.

“It is similar in our [drilling] space. Our
‘pilots’ are overseeing the system, making
sure the system is getting the maximum per-
formance,” he says.

Going from “automated” to “autonomous”
means a shift from working with the technol-
ogy in separate tasks and following rules, to
where the technology works out the best way
to achieve your overall goals while operating
within preset boundaries, he says.

The engineer provides instructions to the
system, such as the expected rate of pene-
tration, and the system works out how to
achieve it and executes without the engin-
eer’s interaction. “That’s an autonomous
closed loop operation.”

A well construction project begins with
making a plan. The digital tools offer “au-
tonomous planning.” This involves making
multiple simulations of the drilling until it
finds the best plan. The output is an engin-
eering plan which can be sent to the rig site.

During drilling, the software can work
with real time data from the drilling rig. “It
is constantly recalculating all the parameters
within the given boundaries to find the opti-
mum solution,” he says.

Data from the drilling rig needs to be qual-
ity checked, and then assessed, to determine
how the operation is doing.

The software monitors the drilling activity,
including rate of penetration of the drill bit,
and ensuring the well will have the maximum
contact with the reservoir.

The system can autonomously change
parameters like mud flowrate or weight on
bit, impacting the rate of penetration. For ex-
ample, drillers are keen to avoid stuck drill
pipe. They keep the pipe from getting stuck
with optimized drilling windows flow around
it and optimising the drilling speed.

With autonomous technology it is often
possible to see much earlier that the system is
changing towards the point where you need
to make an alteration to the parameters.

It can identify possible problems, ensuring
that drilling is as predictable as possible, so
that overall costs meet expectations. “We
don’t like surprises,” he says.

In autonomous drilling, the digital tools
also seek to reduce the amount of human
input required in “transaction type activ-
ities,” Dr Gatzen says.

This means small adjustments, or repeti-
tive tasks.

For example, it can automate the steering
of the drill string. “Historically the engineers
would manually calculate the next steering
command to send, up, down, right or left.
You are also spending a lot of time making
sure the command gets sent downhole. Now
it all gets done autonomously.”

“In general, people don’t like doing re-
petitive tasks,” he says. “You become an
engineer because you want to work with the
customer and deliver a superior result.”

“You can run the operation in a state where
you’re not touching anything. The engin-
eers can sit back and think even more about
what’s coming next.”

Physics and Al models

Inside Kantori, there are a number of differ-
ent modules doing different tasks.

There are physics-based algorithms doing
certain calculations, which were done manu-
ally in the past.

There are Al modules which “process fast
data streams, decipher data and make deci-
sions,” he says. These modules utilize both
machine learning and reinforcement learn-
ing methods, incorporating large amounts of
incoming to support real-time estimates and
decisions. .

There are generative Al tools for provid-
ing technical support, such as giving advice
on maintenance, troubleshooting equipment
failures, or answering technical queries,
“what do I need to do.” If the company has
a large manual, it can help you find the right
process in the manual.

The generative Al tools can be used for
analysing documents and looking for com-
monalities. Sometimes multiple reports are
really about the same thing.

Al tools can search through corporate data
archives, to see if the well you are planning
to drill is similar to wells drilled in the past,
such as in terms of rock formation sequence.

It can analyse the drilling performance for
the well drilled in the past, and see if drilling
performance could have gone better if to-
day’s knowledge had been available.

When considering Al, you should first
consider what outcome you are looking for,
he says. You should ask “why you need it,
what you are trying to accomplish.” Not use
Al for the sake of saying you are using Al.

For example, you need Al when you have
vast amounts of data and want to make de-
cisions with that data. “That’s where it is

EE] il i
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How geothermal is growing

The geothermal industry is seeing a helping hand from the US data centre market, which wants 24-7 low carbon
power. Baker Hughes’ geothermal lead Will Pettitt explained the market and his company’s offering

There has been growing interest in geothermal
projects over the past few years, said Will Pet-
titt, Global Lead, Geothermal, Baker Hughes.

One of the drivers of demand is data cen-
tres looking for 24-7 low carbon electricity,
both for operating servers and for cooling. It
is very expensive to get this with any other
means, such as a combination of renewables
and batteries.

Government policies, particularly in the US,
are getting more supportive of geothermal.
Unlike most other forms of energy, both US
Republicans and Democrats support it. And
there have also been technology developments
which reduce the cost, including improving
drilling capability, surface pipeline pumping
systems and downhole pumping systems.

Geothermal heat can be utilised to power an
industrial chiller directly. This means it can
be used for cooling without converting it into
electricity to run a refrigeration unit.

Fervo Energy project

Baker Hughes announced in September 2025
that it had a contract from Fervo Energy to de-
sign and provide equipment for five x 60 MW
geothermal power plants at its Cape Station
power generation project near Milford, Utah.
They will generate 300 MW in total. The first
100 MW will be made available to the grid
during 2026.

Fervo has permitting approval for geother-
mal projects up to 2GW capacity.

Fervo uses enhanced geothermal systems
(EGS)(hydraulic fracturing of the rock be-
tween injection and a production well) to ex-
tract energy from the subsurface.

The generators are “Organic Rankine
Cycle” plants, which convert heat energy into
electricity using an organic working fluid in-
stead of water.

Baker Hughes
will supply its
BRUSH Power
Generation gener-
ators and expan-
sion turbines for
the working fluid
(known as turboex-
panders).

The Cape Station
project is co-lo-
cated with the US

Will Pettitt, Global Lead,
Geothermal, Baker Hughes
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Department of Energy’s “Frontier Observ-
atory for Research in Geothermal Energy”
(FORGE) field site, which focusses on de-
veloping EGS.

Understanding the viability

While geothermal projects could be de-
veloped anywhere in theory, they will not
always be economically viable.

The economic viability of a geothermal
project depends on construction costs, and
then the demand or offtake agreements a pro-
ject can attract.

The temperature gradient (rate of heat in-
crease with depth) varies around the world.
If you are looking for a 200 degree C tem-
perature, in some parts of the world that can
be found in around 2km. “In a lot of other
areas, it takes a lot deeper than that to find
that temperature.” This impacts the well con-
struction costs.

While you normally want heat at above
200 degrees C for power generation, you can
utilise heat at 50 degrees C for direct heating
or cooling. But to sell this heat directly, you
need a nearby customer.

The economics also depend on the total
cost of the integrated project, including
pumps, surface piping and power plant.

Geothermal by geography

Looking at the market around the world, the
US “obviously is a big piece,” Dr. Pettitt said.
“All the Western states are open to geother-
mal. You’re starting to see projects being
developed in Arizona, New Mexico, Utah,
Nevada, California, Idaho, all those Western
States.”

The US Department of Energy (DOE) is
keen to develop unconventional geother-
mal projects in the Eastern states, he said.
“You’ve got projects that have been funded
previously by the DOE in West Virginia and
Upstate New York. So, it’s really starting to
progress well in North America.”

The temperature increase with depth is
higher on the US West Coast. This means that
geothermal projects there can be lower cost.

Beyond the US, “South America has got
wonderful resources, Africa has wonderful
resources,” he said. “We’ve got a wonderful
small-scale project in Zambia.”

Germany has been providing subsidies and

grants for geothermal projects, often to pro-
vide residential and industrial heating rather
than power.

The UK has “great resources for heating.”
For example, geothermal is being explored in
Cornwall.

Technology development

Until recently, geothermal plants were only
viable where there was hot water which could
be recovered from the subsurface.

Now we have unconventional geother-
mal, where the subsurface can be fractured
(similar to hydraulic fracturing in oil and gas
production). Water can be pumped down to
the subsurface through one well, and it flows
through the fractured rock, heats up, and
comes back to the surface in another well.
This is known as enhanced geothermal sys-
tems (EGS).

EGS Projects work where you have heat
in the subsurface, rather than looking for hot
water.

“The industry is starting to see this uncon-
ventional space develop,” Dr. Pettitt said.

Then with advanced geothermal systems
(AGS), the hot water is heated within the
borehole, not the rock. The water is pumped
into the borehole, then gets heated up and
is pumped to the surface, where the heat is
extracted. The water flows in a closed loop.
“You don’t have the complexity of the rock
to deal with,” he said.

“There are pros and cons to both tech-
nologies. We marry those pros and cons for
particular customer goals for particular re-
sources. We can say, OK, this resource fits
these technologies and your goals.”

For example, hydraulic fracturing only
works on certain rock formation types, and it
can be done in a way which works best with
the formation. With AGS, you do not need to
be so concerned about the geology, but the
system needs to be engineered for the specific
purpose (such as which temperature of water
you need).

Baker Hughes offering

As with Fervo Energy, Baker Hughes sup-
ports customers to get geothermal projects
running and provides equipment, Dr. Pettitt
said.
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Baker Hughes has been involved in geo-
thermal projects for 40-50 years, providing
equipment and services. “Now we are pulling
all of this together in a more cohesive way,
optimising between subsurface and surface,”
he said.

Baker Hughes is able to apply its ex-

perience with both subsurface and surface
aspects of oil and gas projects. Having ex-
pertise in both sectors is a key differentiator
of the company among other engineering and
equipment companies, Dr. Pettitt says.

“We can take the subsurface engineers and
surface engineers, and combine their skills to

optimise the project.”

A large part of geothermal project costs is
the cost of drilling wells. Here Baker Hughes
is able to apply its technologies and experi-
ence gained from working in the oil and gas
industry, to make drilling more efficient and

less costly. digitl

How US geothermal projects have
become viable

US geothermal projects are now becoming viable in the US, with hunger for low carbon baseload power from data
centres, government incentives, and reducing costs. Rod Colwell of Controlled Thermal Resources explained

Controlled Thermal Resources Holdings
(CTR) has been developing a geothermal
business around the Salton Sea field, in Im-
perial Valley, California, for 14 years, since
2012, investing $280m so far.

With the growth in the data centre indus-
try over the past year and expectation for
low carbon power, the geothermal business
model is finally becoming viable, says Rod
Colwell, CEO.

It is helped by government incentives sup-
porting geothermal energy, and technology
standardisation paving the way to geother-
mal cost reductions, he says.

CTR is headquartered in Imperial, Cal-
ifornia and also has an office in Brisbane,
Australia.

The company has two subsidiary busi-
nesses, American Critical Resources, which
is focussed on extracting critical minerals
from the subsurface water, and American
Data Power, focussed on selling power.

For much of the past 14 years, the critical
resources business has seemed a stronger
investment proposition, as US power prices

Rod Colwell, CEO, CTR

6  digital energy journal - January - March 2026

declined, due to financial incentives for
wind and solar electricity.

But this has changed, due to growing
power demand from data centres. Accord-
ing to Macrotrends, US average power price
as of December 2025 was $0.19 / kWh. The
price in July 2012, adjusted for inflation so it
can be compared with today’s price was also
$0.19. But there was a steady decline from
2012 to 2022, with the inflation adjusted
price in February 2022 at $0.17.

Reducing costs

By using standardised technologies at a
large scale, it has been possible to reduce
geothermal electricity costs by 30 per cent,
based on a calculation of ‘levelized cost of
electricity’, taking both capex and opex into
account.

It is common today to see geothermal
plants with multiple 50 MW systems, but all
with very different technologies, he says.

In contrast, CTR is planning 6 x 100 MW
plants that are identical. “Pumps, steam tur-
bines all the same.”

CTR has been working with Baker Hughes
for 8 years on the project, with Baker con-
tributing to technical validation, subsurface
analysis / reservoir modelling, engineering,
drilling programs, wells, pumps, steam tur-
bines, and execution planning. So rather
than work with “40 different vendors” you
just work with one, providing a standardised
solution.

Baker Hughes can provide what Mr Col-
well calls a “soup to nuts solution.”

This electricity price reduction does not
take into account the revenues from sell-
ing extracted minerals from the geothermal
brine.

There may be extra potential value from
selling waste heat.

It would also be possible to install a large
solar farm on the land around the wells. Cal-
ifornia sun makes it “arguably the best solar
resource on the planet.”

The solar power could be used together
with batteries, which can provide power
quickly in response to sudden increase of
demand, he says.

The project so far

So far, CTR has drilled two geothermal
wells in Salton Sea, one able to generate 34
MW from its water, the other able to gener-
ate 30 MW. As of February 2026, they are
only being used for resources extraction. But
power generation equipment could be put in
place quickly.

$150m of equipment has already been
ordered for power generation, and the first
50MW could be online in early 2028. All
the permits have been obtained. Then the
next 100 MW could be quickly added, up
to 600 MW.

CTR has put together a field development
plan with Baker Hughes to produce 600 MW
of power in a site covering 4,000 acres, in
six stages of 100 MW.

600 MW would require around 40 wells
according to a conservative calculation, of
which half would be re-injecting the pro-
duced water. It may be possible to do it with
5-10 wells less.

Salton Sea

In the Salton Sea geothermal field, there is
salty brine at 400 degrees C at a depth of
about 8,000 feet, which can be produced
through the geothermal wells.

At this depth, there are also plenty of
faults and fractures, which enable the brine
to flow in the subsurface. At the surface,
the super-hot brine is ‘flashed’ to produce
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Block 3

| ACR Stage 1 Power and Minerals Development {50 MWe)

| american Data Power Development (600 MWe totaly

Potential for Powered Co-location Sites

How the American Data Power project, together with data centres, may look like once developed

the steam that turns a conventional turbine
generator.

The US Department of Energy has esti-
mated that it could be possible for the en-
tire Salton Sea field to generate 2.95GW of
baseload power capacity.

There have been geothermal projects in
Salton Sea since the 1980s. The largest geo-
thermal well in the world is in Salton Sea,
with a 16-inch well producing 58 MW.

There are two companies already operat-
ing geothermal power plants in the region.
Berkshire Hathaway Energy (BHE) Renew-
ables operates ten of the eleven existing geo-
thermal plants in the area, and EnergySource
Minerals (ESM) operates the J.L. Feather-
stone plant.

The data centre market

Data centre operators have staff looking at
multiple potential sites. The main factors
they consider are the availability of land,
availability of local power generation, grid
reliability, and geographical closeness to
market, Mr Colwell says. The geographical
closeness to the market is important for the
data centre to provide very fast responses to
customer requests.

The Salton Sea site has all of this. There
is plenty of land, a geothermal project would
provide reliable local power. The data centre

customers of the cities of Southern Califor-
nia are close by. Imperial is 120 miles from
San Diego and 200 miles from Los Angeles.
There are fibre optic communication cables
already laid between the site and these cities.

Data centre operators are increasingly
looking for what they call a “powered site,”
a location for the data centre which can
have its power locally generated. “We end
up thinking we are a power company with
land,” he says.

Not all data centre operators are equally
keen on low carbon energy.

Microsoft made a commitment to run all
its data centres on 100% renewable energy
by 2025, and that can include geothermal
energy.

But other data centre operators seem to
be handling purchasing of power for their
data centres, and purchasing of low carbon
energy, in separate departments, so the busi-
ness case for purchasing energy which can
both supply the data centre and be low car-
bon gets lost between departments.

CTR estimates that a data centre oper-
ator would save 95 million tonnes of CO2
emissions by using 600 MW of geothermal
power over 30 years, compared to using gas
power.

There are also advantages to using geo-

Concept Image
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thermal power rather than gas power with
carbon capture and storage, because CCS is
not 100 per cent low carbon, since not all the
CO2 is captured, he says.

If the data centre market declines, such as
due to investors going colder on Al, there is
an alternative market, selling to the Califor-
nia grid. The site is linked into the region’s
230 kV transmission network. “Power de-
mand in California alone is off the charts,”
he says.

Critical resources

CTR’s other subsidiary company, American
Critical Resources, focuses on delivering
critical minerals, including lithium, man-
ganese, zinc, and potash, and is planned for
public listing in the US in 2026.34 of the 60
minerals on the US critical list are present in
the brine resource.

CTR keeps the critical resources project as
a separate business to the geothermal energy
project, although the critical resources are
extracted from the geothermal water. This is
to avoid confusing investors.

“In the American market you’re either a
minerals guy or a powers guy. To be honest,
you have to separate it, even though it is the
same resource,” Mr Colwell says. .
«
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Clean tech investment up 8 per cent in 2025 -

BloombergNEF

If you are depressed about the rate of implementation of clean tech, you may be pleased to learn that it rose 8% in 2025
globally, including 4.5% in the Americas. BloombergNEF provided a breakdown

$2.3tn was invested in clean technologies
globally during 2025, BloombergNEF cal-
culates, an 8 per cent increase on 2024. Its
definition of clean technologies includes
electrified transport, renewable energy, grid
upgrades, energy storage and CCS.

Of this $2,3tn, $900bn was in electrified
transport, $700bn in renewable energy and
$500bn in grid developments, with $200bn
on other projects, the biggest being energy
storage, said Jon Moore, CEO, Bloomb-
ergNEF, speaking at the Baker Hughes An-
nual Meeting in Florence in January.

Jon Moore, CEO, BloombergNEF

This shows that most of the money is
going into comparatively mature technolo-
gies, he said. This may indicate that if tech-
nology development can make less mature
technologies more mature, there may be big
investment for those too.

Geographically, the biggest investor in
clean tech is China, with $800bn or 34% of
the total. US is the next biggest, India is fifth
and Saudi Arabia is tenth. If EU was treated
as one country, it would be the second big-
gest investor.

In terms of proportion of GDP spent on
clean technologies, China is spending 4% of
GDP. Germany is spending 3.3% and Saudi
Arabia over 2.5%.

Looking at regional trends, investment in
Asia Pacific in 2025 was similar to 2024,
with more money in electrified transport and
less in clean energy. Europe, Middle East and
Africa (EMEA) increased investment 21% in
2025, so is a huge “engine of growth”.

Clean tech investment in the Americas was
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up 4.5% in 2025. “I’m not sure many people
would have predicted that more was invested
in clean energy last year than ever before,”
he said. Much of that investment was in up-
grading the electric grid.

In emerging markets, there is 19% growth
in investment, and it now amounts to 16% of
all investment dollars. “That’s a lot of clean
technology.”

Clean tech vs fossil fuels

There was more investment in fossil fuels
than clean technologies globally in 2020.
But by 2023 investment in clean tech was
the same as fossil fuels. Since then, there has
been more investment in clean tech.

Europe spends 2.5x more on clean tech-
nologies than on fossil fuels. In the US, clean
investments overtook fossil investments in
size in 2025.

“That’s because of the momentum of some
of these clean investments tied with capital
constraints on the fossil fuel side,” he said.

We are getting close to an “economic
transition scenario” when clean technologies
make just as good investments as fossil pro-
jects. Currently clean technologies are “25
per cent short” on investability compared to
fossil fuels, and improving at 12% a year,
he said. “We’re going to hit that line pretty
soon.”

Investment by segment

Out of the $900bn invested in electrified
transport globally, “Asia is a driving force,”
he said. Most of that investment is for pas-
senger vehicles, but there was 57% growth in
electrification for commercial vehicles last
year. “You’re starting to see electrification
build out to heavier vehicles.”

Global investment in renewables is ac-
tually down in 2025 compared to 2024.
“Very rarely the number goes down,” he
said. “Last year it did, particularly on utility
scale solar. That is because of China.”

The cause was Chinese renewable projects
becoming exposed to wholesale power prices
in 2025.

There is increasing focus on removing
bottlenecks in the electric grid. Money is

starting to be invested in this, with a 17%
increase in 2025.

Energy storage has only recently become a
focus for investors. This is because there was
a 31% reduction in costs last year, such as for
batteries. “A lot of renewables on the grid is
driving that.” Storage projects are mainly at
a utility scale, a smaller proportion are for
individual homes.

Investment in heat pumps is “pretty much
flat,” he said. It has been largely driven by
government incentives, “which have been
fairly neutral.” Also, property investment in
US and China overall “has been slow.”

Investment in nuclear power globally went
down in 2025, although discussions about
nuclear went up. BloombergNEF counted
63 nuclear power projects around the world,
“most taking place in Asia”. Implementation
costs are coming down.

In biofuels, the focus is on “drop-in fuels”
which do not require any engine modifica-
tions, such as renewable diesel and sustain-
able aviation fuel. It is “very sensitive to
mandates”.

On clean hydrogen, “there was a reset last
year, a downtick, we are still resetting,” he
said. “Costs are too high, offtake too low.”
Investment is “single digital billions.” So,
while it is good for innovation, it is “not
scaling right now.” Having 1 or 2 big pro-
jects scheduled or cancelled can make a big
difference to the overall picture.

CCS is showing “a bit of a bounce, but
single digits,” he said. There is much invest-
ment in EMEA, such as Qatar, Saudi Ara-
bia, Norway and UK. Oil and gas companies
have been the biggest investors, making a 4
x increase in how much they are investing.
Cement companies are the second biggest
investors. There is a growing range of com-
panies starting to invest in it, he said.

Shipping is an interesting sector of the
overall clean technologies market. 30
methanol enabled ships were delivered in
2025, an “8-fold increase” over 2024. “We
are starting to see clean shipping being a
‘thing’. That trend will no doubt continue.”

Another trend to keep an eye on is the
CAPEX going into data centres, which has
doubled in the past 2 years, and is a very
large number. This drives up energy demand.
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TotalEnergies —- markets, investment, Al

Nicolas Terraz, head of E&P with TotalEnergies, explained how he sees energy markets developing, the certainties
and uncertainties, TotalEnergies’ investment plans, and how it uses Al

One of the largest uncertainties in the energy
industry is how the energy mix will evolve,
said Nicolas Terraz, president of exploration
and production with TotalEnergies, speaking
at the Baker Hughes Annual Meeting in Flor-
ence and January.

As an example of a source of uncertainty,
the EU had a plan to ban sales of internal
combustion engines in 2035, and at the time
of the event, this was being reconsidered.
This is a major factor for both the automotive
and energy production industry, he said.

In the power sector, a key uncertainty is in
the need for base load power. How much of
the overall mix can be ultimately provided
by wind and solar, how cheap will batteries
get, so how much will we rely on gas or geo-
thermal?

We can say with certainty that demand for
energy will be growing, driven by the 4bn
people who don’t have the same level of
access to energy as the other half of world
population. Another certainty is the need to
reduce emissions. It is very probable electri-
city will have a growing part of the overall
energy supply mix, he said.

TotalEnergies sees demand for energy
growing at 2 per cent a year overall. To meet
this demand, oil production is growing at 1
per cent a year, gas production 2-3 per cent
a year, electricity 4-5 per cent a year, even
coal is growing.

This means that we have not reached a
point where renewable growth is leading to
a reduction in fossil fuel use. “There is no
substitution today. There is an addition of
energy sources,” he said. But the big ques-
tion is when this substitution will occur. “I
look at the horizon to be further and further.”

For oil markets, “I’m not going to com-
ment on the price in 2026,” he said. “We are
preparing ourselves for a low oil price scen-
ario because we have to.”

With world oil consumption at 100m
barrels of oil per day (bopd), the 1 per cent
growth in total oil production is 1m bopd. If
existing oil production developments decline
4 per cent a year, “every year the industry
needs to add 5Sm bopd capacity, 3 x the total
liquid production of TotalEnergies.”

“We are pretty bullish for the mid-term for
the oil market.”

Recent years have seen non-OPEC supply
growing in Brazil and Guyana, and a growth
in US shale. “Now we see non-OPEC supply
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Nicolas Terraz, head of E&P with TotalEnergies (right) interviewed by Naser El Tibi, Senior Presenter, Al Arabiya News Channel

continue to grow.”

Supply and demand of oil has a built-in
correction, in that investment reduces every
time the price goes down. So, supply goes
down and pushes the price up, he said.

Investments

When TotalEnergies plans investments, the
key words are resilience and flexibility, he
said.

The company will only invest in oil and
gas projects with a technical cost of under
$20 a barrel, to ensure the company can
thrive in an era of low oil prices. It also
maintains a diverse portfolio, in both oil and
gas and low carbon energy.

The company is investing in low carbon
power generation, including gas, and bio-
fuels. Gas is seen as a compliment to renew-
able power generation.

“We believe that gas has a future for low
carbon power generation, provided we do a
number of things, one of these being to elim-
inate emissions.”

“We invest in CCS, both for some of our
own facilities, capturing CO2 we emit as part
as Scope 1 and 2, but also [CO2] of third
parties. We invested in several projects in
Europe.”

“We see the demand for CCS services
coming up slowly, because the cost of cap-
ture is pretty high. But we believe CCS is

essential for some industries, we do invest.”

Green hydrogen is still expensive. “There
is potentially a demand, but not at any cost,”
he said.

Using Al

Asked about AI, Mr Terraz noted that
TotalEnergies has been using it in geoscience
modelling “for quite a number of years, but
on a limited scale”.

A few years ago, it established a ‘digital
factory,” where many of the software appli-
cations it uses on its sites were developed.

“Now we are moving to the next stage on
that. Starting by collecting much more data
from our sites, building a massive data plat-
form,” he said.

“For us, Al is more for performance, being
able to improve the availability of our facili-
ties. Today we are monitoring 3,000 pieces
of equipment on our sites in a centralised
manner to be able to predict failures.”

Al is being used in design and execution
of projects. “Today we can use Al for the
design of subsea for offshore developments.
(Before) this was done manually. The opti-
misation of this design is extremely import-
ant.”

Al is being used in the renewables sector
for predicting weather, demand and price, he
said.

dig
CHEF Y
i



Al and Software

Baker Hughes “rewriting energy equation”

Baker Hughes wants to “rewrite the energy equation” to find better ways to achieve industrial outcomes in energy, achieve
more from existing infrastructure and develop new innovations, said CEO Lorenzo Simonelli

The theme of Baker Hughes’ Annual Meeting
in Florence in January was “the energy equa-
tion”. The company wanted to show that by
looking at energy in different ways to the past,
it may be possible to achieve more from exist-
ing infrastructure, deploying commercial and
technical innovations.

This includes finding ways to expand energy
sources, such as with geothermal energy, find-
ing ways to maximise oil and gas recovery
rates. Also providing package deals for sup-
plying standardised equipment and services,
which reduce costs, said CEO Lorenzo Simon-
elli, in his opening talk for the meeting.

The meeting had over 2500 participants,
including from mining, fertiliser production,

INDUSTRIAL
OUTCOMES

EMNERGY
SOURCES

Lorenzo Simonelli, CEO of Baker Hughes, speaking at the
Baker Hughes Annual Meeting about the need to find new
ways to connect “energy sources” with “industrial outcomes”

cement, petrochemicals and power generation,
as well as traditional oil and gas.

“It is about radically looking at new ways
in which we can provide industrial outcomes,
how we are able to achieve more from the
infrastructure, and change the infrastructure to
give more,” he said.

An example, he cited how Baker Hughes is
providing a combination of gas turbines and
CO2 capture and storage services to data cen-
tre operator Frontier Infrastructure Holdings in
Wyoming and Texas.

Another example is how Baker Hughes is
providing a range of equipment for the West
Terre Haute blue ammonia production project
in Indiana for client Wabash Valley Resources.

Baker Hughes will provide compression
equipment for a hydrogen purification system,
compressors for ammonia and syngas, CO2 in-
jection pumps and well construction services.

The project will repurpose an existing coal
and biomass gasification facility into a clean
ammonia plant, capable of producing 500,000
tonnes ammonia a year. There will be 1.67m
tonnes CO2 captured a year. The ammonia will
be used to make fertiliser.

Baker Hughes is providing a range of tech-

nology to long term compressed air energy
storage company Hydrostor. This includes up
to 1.4 GW of power generation and compres-
sion equipment. Baker Hughes has been an in-
vestor in Hydrostor since 2019. Hydostor has
projects in the US and Australia.

To support projects like this, Baker Hughes
is acquiring Chart Industries in a deal valuing
Chart at $13.6bn, announced in July 2025.
Chart provides process technologies for liquid
and gas handling, including in natural gas pro-
duction, data centres and decarbonisation.

Baker Hughes has an equipment supply con-
tract with geothermal operator Fervo Energy,
announced in September 2025. It will design
and deliver five Organic Rankine Cycle (ORC)
power plants for five wells on Fervo’s “Cape
Station” geothermal project in Milford, Utah,
generating 300 MW in total, using Enhanced
Geothermal Systems (EGS) technology.

Baker Hughes is launching a production
optimisation digital solution for FPSOs which
connects subsurface and topside.

It is further developing its “Leucipa” pro-
duction management software. This is now
used by Aramco to manage its oil production
wells, monitoring over 2,000 assets. ;; ]

What we can do with agentic Al

Agentic Al is ill-defined. Following a definition of ‘something which works out the best way to get an outcome and
evaluates its results’, it can work in documentation, coding, and some data tasks, says Thoughtworks

Agentic Al may be “the biggest topic in en-
terprise tech right now,” said Charlie Burton,
director of content, WIRED Consulting, the
consulting arm of WIRED magazine. He was
speaking in a webinar organised by WIRED
magazine on January 12, “Agentic Al, what
businesses need to know.”

“The promise of agentic Al is that it is Al
that doesn’t just give you an answer but it can
do something for you. There’s potential to
automate a whole class of tasks.”

2025 was supposed to be the “year of
agents”, with every software company and
tech executive talking about them, and many
businesses claiming that they are using them.

“Yet at the same time there’s highly creden-
tialed research papers saying these things just
aren’t ready for prime time in professional en-
vironments,” he said. “They are buggy, have
high failure rates, cybersecurity vulnerabil-
ities, they just don’t work.”

Business people are asking, “are these things
real or not, or is there some version of this
which is useful, and if there is, what is it and
how do I do it.”

Defining “agentic”

An agent can be defined as “an AI powered
thing that acts in a loop against a goal to
achieve an outcome,” said Shayan Mohanty,
chief data and Al officer, Thoughtworks, an
IT consultancy.

“It essentially has broad direction, and an
internal way to assess the path to an outcome
and evaluate if it has achieved the outcome.”

This means a large language model accessed
through a chatbot, assessing the most appro-
priate answer to give us, does not count as an
agentic AL It is following just one path to the
outcome, not evaluating multiple paths and the
results they generate, he said.

“Most things that people call agents are not

what I would consider true agents.”

Around January 2025, Mr Mohanty was in
a meeting with staff from OpenAl discussing
what agentic Al is. If it is defined as ‘some-
thing that can truly plan and execute to a goal’,
the participants realised, after some reflection,
that they had not seen it yet.

As an estimate, “70-80 per cent of what’s
out there [claiming to be an agent] is not a true
agent,” he said.

“The remaining 20 per cent [of agentic Al
claims] are recycled use cases, fairly trivial
things. [We see] the same use cases over and
over again.”

Progress

However, progress is being made as people
learn what agentic tools can do and what the
limitations are.

“The models got better at reasoning and
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planning, following more complex instruc-
tions,” said Rachel Laycock, CTO, Thought-
works. “Your ability to get better results in
one shot improved. The tooling is starting to
mature.”

Although the best use cases are “more of the
simplistic use cases, for sure.”

One area agents are proving helpful is in
knowledge management related tasks in or-
ganisations, such as creating a response to a
request for proposal, drafting documents, put-
ting together yearly appraisals, and “tedious
reports,” she said.

Thoughtworks supported the research de-
partment of a large pharmaceutical company
to develop agentic Al tools. This department
had to fulfil many demands for documentation
for regulators.

They built agents for retrieving informa-
tion, summarising it, and drafting text. Writ-
ing which is repetitive and well-understood
is a comparatively easy task for a LLM based
agent. “It is good at that probably 60% of the
time,” she said.

Agentic Al tools can also work with data.
They can do “simple multi-step things bounded
within certain processes,” such as cleaning
data, and writing database queries.

Many software companies are providing
agentic tools to help build and test software. It
allows people to build software very quickly.
Tasks which previously took 60 people 6
months now take 5 people 6 weeks, she said.
“The use cases in software development are
immense”.

It struggles when you reach millions of lines
of code. It can also involve huge costs of “tok-
ens” from the LLM company.

Some companies have gone further than
having agents for coding. They have de-
veloped agents for planning code writing
tasks, an agent “principal developer”, an agent
for quality assurance, and agents for updating
work records.

There are still challenges connecting agentic
tools together. The agent-to-agent communi-
cations / MCP protocol is “super early” in de-
velopment, and not guaranteed to work.

“If you don’t have a human in the loop in the
right place, the results aren’t the best quality,”
she said.

“I think of it as an overeager graduate fresh
out of university, very keen to do stuff, but
might not get the best results,” she said. “We
are not at the stage where we can have a large
multiple purpose agent.”

Asked about the most sophisticated deploy-
ment, Mr Mohanty said that Thoughtworks
helped a “very well-known company” build a
fleet of agents to manage “tens of millions” of

Screenshot WIRED Consulting webinar Agentic Al, what businesses need to know. Charlie Burton, director of content, WIRED
Consulting; Rachel Laycock, CTO, Thoughtworks; Shayan Mohanty, chief data and Al officer, Thoughtworks

devices deployed in data centres. Tasks done
by the agents included health checks, device
deployments for end users, root cause analy-
sis of any outage. They manage “billions of
dollars of equipment” with very little human
involvement.

Trying it out

One way to assess an agentic tool is to use it
for an area of your job where you are an expert.
You might see the results are “pretty good” 60
per cent of the time, and much of the rest the
results are “just nonsense,” Ms Laycock said.

You may see issues with cost and latency
(time waiting for a response). The systems
don’t have a great long term memory.

It is better to start with a “well scoped work-
flow,” where you know exactly what steps
need to be followed and what they involve.
This should include clear “human in the loop”
points, so you can see if it is doing what you
expected.

“You still need to have clean data. ‘Garbage
in garbage out’ is a real thing,” Ms Laycock
said.

It is hard to estimate how long it will take
to roll out a system. “Every single one of my
time estimates has been wrong by a significant
factor,” Mr Mohanty said.

With the pace of Al development in general,
it does not make sense if it takes decades for
agentic tools to mature, because the underlying
AT will soon be out of date, he said.

Many projects have seen cost overruns, in-
cluding the costs of Al tokens, Ms Laycock
added.

Managing access

When deploying agentic Al tools, you need to
“limit the blast radius”, in other words the size
of the footprint in your company’s systems
where it may cause damage, Mr Mohanty said.
Companies normally put in firewalls to limit
how far the agent can go.

Similarly, we have a ‘limited blast radius’
for the amount of access employees are given,
depending on their competency. We would
not give a new graduate access to the company

bank account, he said.

Companies need to consider how they ar-
range authentication for agents. One option is
for the agent to be given the same level of ac-
cess as the person controlling it. So if a CIO is
running the agent, the agent can see whatever
the CIO can see. Or the agent can be given its
own access, as an actor in the system in its own
right.

There is also a risk that you limit access too
much. To do its task, it may need to communi-
cate with other Al systems. You may want
interfaces with people, via chat, screen data or
voice. You may need an ‘orchestration layer’
which manages what all the agents are doing.

“Organisations need to start thinking about
how their systems are going to get accessed
by agents,” Ms Laycock said. “Everything we
build is designed for humans.”

Another cybersecurity risk is there could be
“prompt injection”, similar to the risk of some-
one entering code in an online form. The tool
may not be able to distinguish between data it
is processing and its instructions.

Future

Already today we see that “every new enter-
prise application that companies are building
has some intelligence,” Mr Mohanty said.
“They are powered by a language model or
model of some sort.”

It means the ‘intelligence layer’ is becom-
ing a fundamental part of any future enterprise
architecture.

For systems to solve more complex chal-
lenges in future, we might want to set up an
agentic “system,” a ‘farm’ of agents, including
agents inside and outside the company. All of
these things are “very risky now,” Ms Laycock
said.

It would require a “more complex enterprise
wise agent landscape.” You would have to
think about how each agent works with other
agents.

“Get started with your eyes open for how it
fits into your architecture, how you are going
to observe it. Have kill switches, the ability to
roll back,” she advised. igiial
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Using Al to integrate data - PIDX webinar

Many companies want to get insights drawing from multiple systems. LLMS can be an easier way to do this, than
having to talk separately to all the systems. A PIDX webinar discussed how this can be done

We can use large language models to query
multiple databases and gather their outputs
together, without people needing to write their
requests in database language (SQL), said Yas-
mine Gardiner, an Al strategy consultant, soft-
ware developer and corporate Al trainer, based
in Tampa Bay, Florida.

Yasmine Gardiner, Al strategy consultant

She was speaking at a webinar organised by
oil and gas data standards organisation PIDX
on Nov 20, “Breaking data silos with Al and
standards - driving interoperability across
global energy supply chains.”

For example, someone may have a multi-
faceted question like, “what’s our current
inventory status for crude at Terminal 5, and
how will the predicted weather disruption in
Houston affect delivery schedules?”

A LLM agent may be able to answer this, if
it can access transportation management sys-
tems, warehouse management systems, ERP
platforms, weather data, and logistics sched-
ules.

When working with energy supply chains,
you may want to plan what decision you might
make in certain circumstances, such as if crude
prices go up 20 per cent. Or see which suppliers
are most vulnerable to geopolitical disruption.

You may want to see if inventory should be
re-allocated, based on current demand fore-
casts.

When companies have all their data in frag-
mented systems with incompatible file for-
mats, LLM based interrogation can be a way of
bringing the data together, she said.

This way, it can overcome integration prob-
lems or “communication gaps” between old
and modern systems, and between different
departments, such as operations, procurement
and logistics. It can make it easier for technical
people to communicate with non-technical
people.

The LLM based tool can handle industry jar-
gon, acronyms and regional variations. It can
also have some understanding of your intent.
For example, if you ask, “what is the pipeline
capacity” what you may really want to know is
“are we at risk of the pipeline being a bottle-
neck”.

These large language models can also be
trained on PIDX standards documentation, so
they can work with data in PIDX format.

Implementing it

Implementing a system like this involves more
than providing an LLM with access to all your
data. Perhaps you should start in the first week
by identifying a good data “silo” which the
LLM or “conversational AI” can address, she
suggested.

In the first month, perhaps you will work
with an Al expert to explore a pilot use case
with one recommended tool. Over the first
quarter you can “build your Al conversation
vocabulary”, she said.

Ms Gardiner recommended a software tool
called IBIS from company Certus Core, also
based in Tampa, Florida. It can create agentic
Al tools which can make natural language
queries across enterprise data.

Other possible tools are data visualisation
tool Spontivly and Data Scrubber from Ms
Gardiner’s company, datascrubber.ai.

Tools like Data Scrubber can make it easier
for the LLM to work on your own data set, she
said.

Martika Brianne Jones, founder, BUP

The cost of siloed data

“Companies today can run on dozens, some-
times hundreds of systems. CRMs, field tools,
vendor systems, supply chain tools, email and
messaging, databases, reports and spread-
sheets,” said Martika Brianne Jones, founder

and CEO of a company called BUP, also
speaking in the webinar.

“All these systems hold pieces of the truth,
but none have the full story.”

BUP defines itself as an “intent-to-action
layer for relationship intelligence.” Ms Jones is
also community director for Techstars Tampa,
a group of start-up companies.

“The biggest cost of silos isn’t the money; it
is more co-ordination failures. Slow handoffs,
incomplete information, conflicting priorities,
slow response times, the same question being
asked five different ways,” she said.

“There is lost context. Details disappear as
work moves from system to system. We have
leaders who want to gather all the relevant in-
formation to make a decision, but find that is
impossible to do with data in multiple systems.
Each team only sees their slice of operations;
there is no shared visibility. Some knowledge
about processes only lives in people’s heads.”

And meanwhile, the working environment
is getting increasingly complex. “We have
more data, more regulations, more urgency,
and more distributed teams,” she said. “The
complexity punishes organisations that rely on
manual co-ordination.”

People often say what they want to happen
at work, such as they would like something to
be updated, followed up, checked for a delay,
or they would like a vendor to be notified.
Someone has to work out how to translate this
intent into action, which may involve multiple
systems.

Beyond LLM chatbots

LLM chatbots can provide information and re-
spond to queries. But a chatbot by itself cannot
provide co-ordination in a company, she said.

It “doesn’t assign ownership or move data
safety, or trigger multi step workflows, provide
traceable action or ensure compliance,” she
said. “It doesn’t move work across systems.”

Companies are having increasingly mature
discussions about how to use Al, In the past
people were just saying “Chat GPT can do this
for you”.

Now people realise ChatGPT can be great at
doing certain things. “People are getting more
specific [asking] how can we integrate this
properly into certain things,” she said.

“It creates more work a lot of times. People
are trying to fit Al into their business where it
may not be needed.”
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“People are doing more reflection now.
We’re getting more into the technicality of
things. People are being more conscious of
how to leverage it.”

Enterprises are also demanding do-
main-specific models which can work with
their data, she said. And non domain-specific
suppliers like Salesforce, OpenAl and Micro-
soft are building multi agent ecosystems, with
tools evolving from reactive to “autonomous
teammates,” she said.

Orchestration layer

Ms Jones suggests connecting all your digital
services to an “orchestration” layer, which is
consistently listening to the data. It could con-
nect to multiple Al agents.

“Think of an orchestration layer as a trans-

lator and traffic controller,” she said. “It con-
nects to approved systems. It moves your work
through a safe traceable workflow.”

You can ask questions to the orchestration
layer like “show me stalled purchase orders”.
It will speak to all your applications and come
back with the answer. You can notify teams
automatically.

An operations leader can ask a natural lan-
guage query such as “has this been followed up
within 72 hours, what is stalled.”

You can express your intent more broadly,
such as “alert me when ‘p” exceeds 5 days,” or
ask for a report at the end of the business day
each Friday.

It can connect with tools you already use
every day, such as CRM systems, e-mail and
calendars.

Having digital standards behind this makes

it all work more easily. Standards “reduce fric-
tion, create consistency, enable interoperabil-
ity,” she said. “Al is more useful when paired
with the standards.”

When putting a system like this together,
you need to determine which systems are in
its scope, what needs human approval, who
should audit the system, and which fields the
computer should not look at for privacy rea-
sons.

“These are common sense questions which
help your organisation decide if the pattern fits
the workflow,” she said.

You should do a pilot project with specific
use cases. “Validate effectiveness with a fo-
cussed group. did it save someone 10-20-30
minutes? Then we decide together what comes
next. Keep it running, adjust it, or pause it.”
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How Shell’s startup bootcamp works

Shell’s Startup Bootcamp connects startup companies with mentors in Shell, who guide them to develop businesses
which may assist Shell, its customers, or suppliers, they explained in a Globuc webinar

Startup Bootcamp is a “cleantech accelerator”
which Shell has run for the last few years, con-
necting startups to Shell and its network. The
program started in the UK in around 2022, and
is also running in Singapore, Brazil, UAE and
Europe.

In theory, startups and corporates both need
each other, and so it should not need any pro-
gram to connect them together, said Adam
Forbes, Programme Director.

He was speaking at a webinar organised by
event company Globuc, “How Startups are
Powering the Future of Digital Transformation
in Energy,” on December 18.

Corporates get benefit from the innovative
ideas of startups which they often struggle to
generate themselves, and startups want to work
with large companies, they “want the cachet of
working with a company everybody has heard
of.”

But in practise, it can be difficult for startups
to work with big corporates, particularly in a big
industrial sector like energy, which wants to be
very sure about something before purchasing it.
The program was created to try to bridge these
two worlds.

“Energy relies on stability. Startups are not
in the stability game, they are in the disrupt and
change game,” he said.

A startup company, which can have only one
or two employees, operates very differently
to a huge corporation, which can have a large
amount of process and paperwork, which needs
to be completed before a relationship can even
start.

Startups make plans in terms of hours and
days, while corporates think in terms of months
and years. So, they are making decisions in dif-
ferent time scales.

The attitude to risk is also very different. A
startup has very little to lose by trying anything,
while a corporate has a reluctance to do any-
thing which may involve risk.

And a startup needs the business relationship
to survive and grow, while a corporate does not
need to do anything, it can delay any purchase
until something is proven. It can easily decline
to get involved, or take so long deciding that
the startup cannot survive. It is always easier to
say no, and if it says yes, the relationship can
easily be broken.

And meanwhile startup people may find cor-
porate processes, such as around cybersecurity,
burdensome.

Mr Forbes recommends that startup people
in schemes like this “build some empathy with
corporate people.”

While the organisation as a whole has power,
individuals within the company do not have
much power. Corporate people may feel they
have more to lose than to gain from working
with a startup if it does not deliver as promised.
And bear in mind that working for a corporate
can be “really tough on a day-to-day basis.”

The programme

Each startup is allocated a “lead mentor” from
Shell, who will help the startup identify where

there may be a demand for its product, or where
to start exploring opportunities for it to be de-
ployed. For example, a startup developing sus-
tainable aviation fuel (SAF) was able to see the
SAF network in Shell and the different “nodes”
in it.

There were 70-80 mentors from Shell UK
employees in the first year of the program, now
there are 200.

When selecting startups, “One of the things
we look for is coachability,” he said. “Having
openness to be wrong is the mark of a very
good founder as far as I am concerned. That is
the way you will endear yourself.”

The mentors can also help people in startup
companies be aware of Shell’s current needs
for technologies. “If the startups are working
on things Shell is interested in there’s likely to
be resources there, appetite to try things,” he
said. “We can make things happen rather than
give arm’s length coaching.”

The mentoring program provides an easier
way for the startup to find out what the challen-
ges of a company like Shell are.

If you ask Shell people directly what their
problems are, “they do clam up a bit,” he said.
But if people from the company have a sense
of ownership in the startup, “there’s a better
chance they are going to open up a bit more,”
and show the startup a pathway to experiment
and find a viable product.

The individuals providing the mentoring
often give up a large amount of their time. For
some, they are motivated by a desire to help
people outside the company develop new skills
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Screenshot from webinar. Left to right: Adam Forbes, Programme Director, Shell Startup Bootcamp; Duygu Okesli, Global Innovation and Digital Ecosystem Leader, SOCAR; Nikita Dabizha,
CEO, Voltquant; Vychan Noble, strategic account executive, Schneider Electric

and build businesses and networks.

Many of them go on to take on formal
roles with startups, such as a board advisor or
non-executive director.

The startup may also be able to work with
Shell’s data and make connections with Shell
customers and suppliers.

The startup bootcamp does not invest dir-
ectly in companies. Not all startups want direct
investment, and investment / equity decisions
can take a long time to organise. However, the
programme can be a pathway to investment
from other areas of Shell, such as Shell Ven-
tures.

Startup examples

One participant was Voltquant, which has tech-
nology to pull data out of documents, drawings
and communications and structure it into a
“searchable memory” for a project (see below).
The founder / CEO Nikita Dabizha was very
good at listening, Mr Forbes said.

Voltquant changed its business a great deal
because of what it learned talking to Shell
people, Mr Forbes said. And Shell staff agreed
to do a field trial before the program was
finished.

Another example was a startup developing
a technology to capture un-combusted meth-
ane on ships. During the discussion with Shell
shipping personnel, they found out that Shell
was running a methane measurement project
on vessels. So, there was an opportunity to add
the technology to the trial, and measure what it

could capture.

It was only possible to have this discussion
when the startup already had a working rela-
tionship with Shell arranged through the Star-
tup Bootcamp, he said.

Another startup company was develop-
ing technology for electric vehicle charging.
Shell’s staff involved in the domain were not
interested in purchasing the technology. But the
mentors were able to connect the startup with a
company building EV forecourts for Shell, who
did want to purchase the technology. “Some-
times the customer is not Shell but someone
within Shell’s network,” he said.

Voltquant

Voltquant, a Startup Bootcamp participant,
makes a tool to help engineers automate parts
of their work, when working on capital projects
such as an offshore oil and gas platform. It was
founded in London with funding from the Uni-
versity of Cambridge.

They can ask “questions” of their knowledge
base. There are tools to quality check project
documents, such as analysing a document
against standards and best practises, explained
Nikita Dabizha, Founder & CEO, Voltquant,
speaking in the webinar.

The Al platform can automatically analyse
any new document saved in a platform like
SharePoint.

Engineers typically spend 50 per cent of their
time doing actual engineering, 20 per cent on
search and 30 per cent on administration, he

says. So, the tool should help reduce the time
on search and administration.

It should help companies reduce the amount
they spend on engineering and reduce engin-
eering rework.

SOCAR perspective

Duygu Okesli, Global Innovation and Digital
Ecosystem Leader, SOCAR (State Oil Com-
pany of the Republic of Azerbaijan), based in
Istanbul, also spoke in the webinar, to give her
perspective on working with startups.

“The biggest mistake startups make is believ-
ing great technology should speak for itself,”
she said.

In the oil and gas sector, a technology can only
move forward if it “solves a problem in the
field.”

Technologies need to be presented in an oil
and gas context. “Even well-known concepts
like predictive maintenance need to be trans-
lated to oil and gas reality,” she said. Startups
should “take time to adapt their language and
use cases.”

SOCAR does not expect perfect technology
from day one but does expect “readiness, some-
thing tested,” she said.

Startups should show speed and flexibility,
whilst also having patience. “Large owner
operator organisations like refinery and petro-
chemical industries can feel slow at first.”

b

Equinor, SAP and Accenture on European Al

Executives from Equinor, SAP and Accenture shared perspectives on how Europe can stay competitive in Al, speaking
at an event at Davos organised by the Financial Times. Europe may not compete in running data centres, but it can

compete in Al for competitiveness

Equinor sees the “Al economy” in 3 dif-
ferent buckets of platforms, start-ups and
improving overall productivity and competi-
tiveness, said Hege Skryseth, CTO and Exec-
utive Vice President Technology, Digital &

Innovation.

She was speaking at a meeting organised
by the Financial Times held at Davos, Switz-
erland, on Jan 21 and broadcast online, “Will

Europe lead or lag in the global Al race.”

Ms Skryseth also manages Equinor’s ven-
ture activities under Equinor Ventures. She
is a former president of Kongsberg Digital
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Hege Skryseth, CTO and Executive Vice President Technology,
Digital & Innovation, Equinor

and EVP of Kongsberg Group, and former
general manager for Microsoft Norway.

For the question of Europe, we can con-
sider if what European companies can do
with platforms, start-ups and improving pro-
ductivity, she said.

With platforms, “we see the hyperscalers
plan to increase investment from $100bn
to $650bn, over 2025 to 2027. That is the
GDP of Sweden, a significant investment.
I believe Europe will be challenged when it
comes to picking up any place in that race.”

But with start-ups, the potential opportun-
ity in Europe is huge, “new industries build-
ing on existing industries.” That’s “definitely
an area Europe should embrace,” she said.

And European companies are embracing
Al to improve productivity and competitive-
ness “to a large scale.”

Al at Equinor

At Equinor, “we have been working with
analytical Al for a decade,” she said. For ex-
ample, in seismic interpretation, the Al tools
can help geologists analyse ten times more
data (by area) than geologists alone. Al tools
are used in reservoir modelling and predict-
ive maintenance. The company estimates the
benefit from Al to be $350m so far. “With
every technology project we do, we test what
can we do with AL.”

The company measures the return on Al
investments in terms of what it invests in
2024 and what it gained in 2025, in metrics
such as productivity and production optimis-
ation.

With generative and agentic Al, “we are
really in the early part,” she said. Work
started in 2025. Much of the focus is on
personal productivity tools. “It is worrying
people [may] spend more time on developing
personal productivity agents than they gain

in productivity. Hopefully, we will be suc-
cessful with it.”

“75 per cent of the job is to identify the
processes you want to simplify or automate.
That’s what we are doing now.”

“Our focus is to lean on some of the stan-
dard platforms coming out,” she said. There
are also concerns about control and transpar-
ency.

Equinor developed a chatbot tool “Mbot”
to support drilling and well staff with advice
taken from what happened on previous wells.
Further details were not shared in the webi-
nar, but it appears to be a LLM tool which
has indexed Equinor’s drilling and well
documents.

“The next step we are working on is to en-
able chatbots to find and analyse all kinds
of internal documents, not only for drilling
and wells.”

Being an engineering company, “there’s
always a lot of enthusiasm [from staff] with
new technology,” she said. The challenge for
management is more about setting direction.

People are increasingly questioning how
dependent Equinor should be on American
technology companies, she said. For ex-
ample, some people asked whether Norwe-
gian public sector data should be stored in
US data centres.

“We have a clear commitment to many
large American companies and intend to con-
tinue in that direction. But I think this ques-
tion is going to pop up more frequently.”

People often use the word “revolutionary”
when talking about Al, such as to ask how
revolutionary it is going to be for existing
industries, and if the revolution is in retail
or industry.

But the real challenge for managers can be
“getting a bit under the hood on how much
change this is going to drive.”

“We presume it is going to be a revolution;
it is increasingly [looking like] evolution.”

SAP

“The strength in Europe is in industrial ex-
pertise and depth,” said Thomas Saueressig,
member of the executive board for customer
services and delivery with enterprise soft-
ware company SAP.

Europe may be lagging behind in its use
of Al he said. “Culturally, embracing new
technology in Germany is always a bit be-
hind other countries.”

SAP has already developed 400 use cases
and 40 agents for its customers, he said. “For
us it is important to embed Al in every busi-
ness process.”

Internally, SAP segments Al tools into
‘context’ and ‘core.” An example of ‘con-
text’ is an LLM based tool, such as to set
goals, create job descriptions and write per-
formance reviews. An example of ‘core’ is a
tool which improves how people work with
data, for example tools to optimise sourcing
taking new tariffs into account or improving
agility of the supply chain.

The company also uses Al for software
development internally. LLM tools can help
create code and do testing. But bear in mind
“a developer does more than coding,” he
said.

SAP staff are often technology enthusi-
asts themselves, so keen to adopt Al tools,
he said.

SAP is able to calculate how much Al is
improving productivity of software develop-
ment, and how fast its support engineers can
respond to tickets with help of Al

The company is seeing an increased de-
mand from European customers for ‘sover-
eign’ (Europe owned) software. That should
be achievable without Europe becoming
more isolated from the US, he said.

Accenture

Accenture assesses that large companies in
Europe are typically at an equivalent level
to peers in the US on how they are using Al,
said Mauro Macchi, CEO EMEA with con-
sultancy Accenture.

But mid-market European companies are
typically behind mid-market US companies
in using Al “This is a problem, we know the
mid-market is the backbone of most econ-
omies in Europe,” he said.

In an Accenture survey, over 80% of exec-
utives said they will increase investment in
Al in 2026. Companies are also more aware
of areas where they need further develop-
ment in order to advance, such as in cloud,
digital infrastructure, or data security.

But only a third of companies say they are
achieving value from Al so far, he said.

“Adoption [of AI] is important, but what
is even more important is invention, to re-
think the process,” he said. “The time for
marginal improvement is over. You need to
think about big bets, you need to think across
the entire process.”

Accenture is making big internal invest-
ments in Al training. From the global CEO
down, the company “is becoming obsessed
in engaging and learning as much as pos-
sible.” It wants its internal leaders to be driv-
ing this learning. Measurement of the value
achieved with Al is included in every success
scorecard.
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DHL Group

Post company DHL group got involved in Al
as “one of the enablers” of a broader busi-
ness transformation project which started
two years ago, said Nikola Hagleitner, CEO,
Post and Parcel Germany, Deutsche Post
DHL, also speaking at the webinar.

It has a voice bot tool for customers, which
“takes millions of calls.”

It employs its existing quality assurance
staff to train the bots. “We created roles that
are more attractive than answering the phone
and saying, ‘your parcel will be delivered to-

999

morrow.

Experienced customer service agents
have always got involved in training new
staff members, and training an Al can be
very similar to training a person, she said.
Although there are areas where Al training

becomes a more technical task needing spe-
cialist Al expertise.

Asked if Al may mean less opportunities
for people without specialist Al skills, Ms
Hagleitner replied that the distinction can be
more between people who do and don’t use
Al “It is fundamental for all employees to
learn how to use it,” she said. And the com-
pany is increasing its number of employees,

not reducing them. gl
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Using open software defined automation

ExxonMobil, Wood, Kongsberg Maritime and Schneider Electric have staff on the board of UniversalAutomation.org, a
body supporting development of a standard for software defined automation. This is why they support it

“Open software defined automation”
(OSDA) means separating software and
hardware on industrial automation systems.

The ‘open’ part means building hardware
so that any company could make software to
run it, so long as it meets the standard.

“Software defined” means you plan in-
dustrial processes by thinking first about the
software, and second about what is the most
appropriate hardware for it.

Just as today we think about how we want
to listen to music by first deciding on the
software, such as if we want to go to Spot-
ify or YouTube, while in the past we thought
first about whether to buy a cassette or CD.

The benefit to industry is that you could
buy valves from 10 different companies and
have the same software running them, gener-
ating the same data.

This means they would all have the same
user interface, and if you ever replace a
valve, you can continue using the same soft-
ware.

It means that if you ever choose to stop
using the same hardware supplier, it is much
easier to switch.

And the systems should be much more
manageable, meaning it is easier to extend
or integrate the system in future. So instead
of today’s purchase turning into tomorrow’s
“legacy”, it should be future proof.

It makes skills more manageable, in that
people only need to be trained for one set
of software, rather than needing re-training
every time a new piece of equipment is pur-
chased with new software. The company is
not dependent on the employees who still
know how to work with the old equipment.

The board of directors of UniversalAuto-
mation.org includes representatives of
ASRock Industrial Computer (a company
making edge 10T platforms for multiple
industries), ExxonMobil, Intel, Kongsberg

Executives from UAQ, Schneider Electric and Zicaffe explain software defined automation to industry journalists in London

in January. From left to right: Greg Boucaud, CMO, Universal Automation.org; Neil Smith, global consumer packaged goods
President, Schneider Electric; Guiseppe Zichittella, IT Solutions Manager, Zicaffe; Richella Odebrecht, CMO, Schneider Electric
Industrial Automation

Maritime, Kyland Group (a specialist in in-
dustrial ethernet technology), Novo Nordisk
(a drug manufacturer), Schneider Electric,
Wood and Yokogawa.

One user is Crondall Energy, which is
developing systems for offshore energy pro-
jects with floating and subsea technologies.
Together with Petronas, it is developing con-
trol systems for subsea tiebacks, managing
power and communication to subsea wells. It
did a demonstration project in the UK, with a
smart offshore buoy running on solar power
with OSDA, which could run for 1000 hours
with just 4 minutes of downtime.

Water treatment plant case
study

Schneider presented a case study of how
the system can be used on a water treatment
plant.

digital energy journal - January - March 2026

Typically, such a plant would have pumps
and valves with logic controllers from many
different companies, each needing to be pro-
grammed individually. They would have
different human machine interfaces and com-
munications systems.

If instead you have OSDA for all the
pumps and valves, you can work much more
easily with the data, such as to get a ‘holistic’
picture of your plant. You can find ways to
improve overall efficiency and better manage
maintenance.

You can have an integrated “asset model”
of all your pumps, seeing the data and logic
on one screen.

You can also have the software on any new
pump you buy. Installing the new pump is
as easy as moving from one corporate lap-
top to another, you switch it on and it works
straight away with all your settings switched
across.



You can build another treatment plant,
with the asset model you already created,
and run the hardware from your existing
controller.

Costs and benefits

Energy technology company Schneider
Electric estimates that the cost of “vendor
lock-in”, not being able to change auto-
mation vendor easily, could be £8m a year
for a mid-sized company, or £33.4m for a
large company.

Half of this is from loss of operational
agility; 20 per cent is because of reduced
operational efficiency. The remainder is
from how it makes it harder to meet sustain-
ability goals and comply with regulations; it
forces data to be kept in silos; and it makes
decision making harder, said Richella Ode-
brecht, CMO, Schneider Electric Industrial
Automation.

Decoupling software from hardware in
automation systems could help solve many
of the biggest problems faced by manufac-
turers, such as skill shortages, challenges
working with old production lines, and chal-
lenges upgrading them, said Kristin Baker,
VP Industrial & Process Automation for UK
& Ireland, Schneider Electric.

Manufacturers want to maximise oper-
ational efficiency, which requires having a
view of their entire plant, said Neil Smith,
global consumer packaged goods President,
Schneider Electric.

They want to find ways to modernise in a
“respectful and capital efficient way,” bring-
ing people, data and cybersecurity systems
with them.

Universal Automation.org

UniversalAutomation.org (UAO) is a non-
profit association with a technical role de-
fined as “managing the implementation
of an industrial automation shared source
runtime execution engine, based on the IEC
61499 standard.”

There were 9 members of Universal
Automation.org in November 2021, and 110
members as of January 2026, said Greg Bou-
caud, CMO.

Energy technology company Schneider
Electric was a founding member. Also
Kongsberg Maritime, which develops sys-
tems for automation of oil and gas platforms.

Membership includes 40 universities, en-
suring that there will be enough people in
future with skills to work with the systems.

Without UAO, people are buying a new
‘legacy’ problem in the future every time

Cybersecurity / Automation

they buy a new machine, he said. It may be
obsolete in 10-15 years. The software on it
tends to get outdated much faster than hard-
ware.

The younger generation is often more at-
tracted to working in IT than in automation,
he said. This change brings automation sys-
tems more into the IT world. UAO has been
organising hackathons for students to work
together to make code for it.

It is possible to have digital ‘orchestra-
tion’ layers, where one digital tool ‘orches-
trates’ multiple other software tools, since
the communications between them is so
much easier.

The UAO standard integrates with sev-
eral other open standards for automation
systems. Many UAO members are also in-
volved in these initiatives.

This includes the “Margo” initiative
(Margo is Latin for edge) which defines
mechanisms for interoperability for edge
applications and devices; OPC UA, a stan-
dard for data exchange for sensors to cloud
applications, with many oil and gas indus-
try members; and NAMUR, a standard for
process instruments to indicate failure con-
ditions, with many members in life sciences.

Schneider Electric

Schneider Electric has developed its own
platform for building software tools accord-
ing to the UAO standard, called EcoStruxure
Automation Expert (EAE).

It can cover all control applications, in-
cluding logic control, motion control (of
equipment), the human machine interface,
simulation, and procedural automation.
Companies using it include De Nora, Royal
HaskoningDHV, Evonik.

You can include systems in the software
for how to manage hardware failure.

Schneider’s subsidiary company,
AVEVA, makes tools for industrial engin-
eering design and operations, including
simulation and digital twin software. This
can have a deep integration with the OSDA
data, for example helping you use simula-
tions to support live operations.

Zicaffe experience

An example OSDA user is Zicaffe, a coffee
brewer in Sicily, Italy, which roasts enough
coffee to make 222,000 cups a day.

The raw material here is green coffee
beans, bought on commodity markets at a
volatile commodity price, explained Gui-
seppe Zichittella, IT Solutions Manager,
Zicaffe. The company imports 100 box

containers of coffee a year from all over the
world, each containing 1 tonne bags of cof-
fee beans.

Each bag is given an ID, so it can track
the batches of coffee which are roasted, and
their weight.

One goal was to ensure traceability, avoid-
ing having a coffee bag in the wrong place.
With the help of OSDA it developed sophis-
ticated systems which connect IT and OT,
sounding an alarm if a machine picks up the
wrong bag.

OSDA makes it easier for different areas
of plant to talk to each other, he said.

It also meant the company did not have to
pay so much consultancy fees to specialists
who knew how to work with the legacy sys-
tems and equipment.

Why join?

One customer said their motivation of join-
ing OSDA was to have more flexibility, in a
time that many operators of its aging infra-
structure are moving towards retirement,
said Richella Odebrecht, CMO, Schneider
Electric Industrial Automation.

Another member had noted that switching
to the system involved effort, “but after 3
weeks you realise you can do everything you
dreamt of,” she said. Having open systems
can make it easier to manage data, and so
maintain data quality.

Some facilities, which have been oper-
ational for decades, find after implementing
OSDA they find new ways to operate plant,
said Neil Smith, global consumer packaged
goods president, Schneider Electric.

Not everyone is enthusiastic. There can
be reluctance from some staff members to
switch to the new platform, particularly
people who have spent careers working on
one piece of equipment. And some manu-
facturers prefer to tie in customers to using
their own software.

But companies do not want to be depend-
ent on this staff member, and no supplier can
provide all the equipment they need. “This
will never be the best approach for custom-
ers,” he said. If you are tied to one supplier
or employee for anything, “you haven’t got
total control over your business.”

Operations technology people are some-
times the least supportive of the idea, seeing
it as an “IT takeover” over their systems, Mr
Smith added.

But ultimately, it is about improving ma-
turity and having systems which are easier to
manage and work with.

CHEE Y
oAl

January - March 2026 - digital energy journal



Cybersecurity / Automation

AkerBP - barrier management for OT cybersecurity

AkerBP uses a barrier management system to manage cybersecurity. This is more commonly seen for physical risk
management. Cybersecurity engineer Ragnar Heksem explained how it works

AkerBP has developed a barrier management
framework to improve cybersecurity resili-
ence. The system has been implemented in six
of the company’s installations in the North Sea
and further north, explained Ragnar Heksem,
advanced cybersecurity engineer at AkerBP.

He was speaking at NightWatch, a cyberse-
curity forum organised by DNV in Amsterdam
on Oct 30.

While the company has always had in-house
operations technology (OT) cybersecurity
skills, in the past it has not had a structured
and systematic way of working with OT cyber-
security, he said.

OT has potential to cause major accidents.
Barrier management techniques help make the
risks more visible and traceable, he said.

AkerBP seeks to define OT cybersecurity in
the same way as other risks, using a “bow tie”,
with various attack scenarios on the left, and
various outcomes on the right. The “barriers”
stop the attack scenarios, or minimise the out-
come of any attack.

The barriers form the operational perform-
ance standard. It can be mapped to other stan-
dards including ISO 62443 for cybersecurity
for industrial automation systems, the US
NIST cybersecurity framework, and Norwe-
gian oil and gas standards.

Cybersecurity training is also made part of
people’s regular training. There are process
simulators for training which can simulate an
attack scenario.

IT and OT

A main motivation is to get the whole company
to recognise that an OT cybersecurity incident
can be a major hazard, and it should be taken
as seriously as IT cybersecurity, he said. On
the IT side, the chief information security of-
ficer (CISO) has always reported to the CEO.

Separately, AkerBP wants to take a leading
role in digitalisation, and this means there is a
push to do more with IT and OT. As it evolves,
there may be new threats, he said. “The bar-
rier between IT and OT is more blurry. You
have much more communication between IT
and OT.”

Efforts to reduce energy consumption also
drive more connections between OT and IT
systems, with more data sent to cloud sys-
tems. “It is something we discuss more or less
weekly,” he said.

Meeting the standard

“We had to identify what security methods
we [need to] have in place to achieve the re-
quirements,” he said. “We went through all the
assets and started workshops with interviews
onshore and offshore.”

The performance standard requires that one
individual per asset is made responsible for OT
cybersecurity. AkerBP did an interview with
each responsible individual, to find out their
idea about the degree of compliance. Then they
went offshore and did the same interviews.

“They were not necessarily aligned, not ne-
cessarily the same view on reality,” he said.
“We ended up with a long list of identified de-
ficiencies / deviations.”

A report was put together for each asset,
stating all the deviations. “There was a lot to
improve,” he said. “We agreed to establish a
project to start closing the gaps. It is quite a lot
of work, not necessarily difficult.”

It involves onshore staff coming into the off-
shore environment.

A project plan is put together for each asset.
It includes listing the gaps and prioritising
where to start work. It gives you a “footprint”
of the current status.

Lack of governance

The analysis found that readiness to detect at-
tacks, respond and recover were often good, he
said. The biggest weaknesses were often with
governance.

An example of a lack of governance is where
someone goes offshore with a laptop with open
USB ports, goes into an unlocked server room
and connects to the offshore network, without
their computer being scanned. “That has hap-
pened, we’ve seen it,” he said.

Another example of poor governance is a
person making a change to a firewall rule for a
day because they are working on the network
and forget to change it back again. Or creating
a temporary admin password and forgetting to
disable it afterwards.

There can be “a lack of traceability, a lack of
good housekeeping. You don’t work in a struc-
tured way and document what you do. There’s
no hocus pocus. It is just daily simple stuff.”

“We have the barriers, we have systems to
maintain them, but we don’t always ‘walk the
talk’, do what we say we should do.”

“’Gap closing’ is not extremely complicated
to achieve, but it is hard work to get everyone
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to participate and do it in a timely manner. OT
staff are so busy.”

Cybersecurity monitoring

AkerBP has an OT Security Operations Centre
(SOC) which seeks to detect intrusion.

It has worked for two years with Honeyw-
ell’s OT SOC for one offshore asset. It “pro-
vided deep insight into the OT environment
and system status,” he said.

“The OT SOC has enabled us to detect
anomalies on a very detailed level.”

There was one incident, “not a malicious at-
tack,” which provided good training, he said.
“AkerBP is collecting a large volume of logs,
a lot of data.”

It also has IT SOCs, managed by cyberse-
curity company Nozomi. It works with Omni,
a cybersecurity company, which Aker group is
a joint venture partner in.

It is exploring if it is possible to combine its
IT SOC with the OT SOC. This would mean
“IT can do part of the OT for us.”

“It is a big task; we think it is achievable. It
requires close co-operation with industry con-
trol system vendors,” he said.

One challenge is to determine the appropri-
ate “width and depth” of monitoring, he said.

AkerBP uses the Purdue model for organis-
ing and managing industrial control systems
and their relationship with business networks.

AkerBP is calling for a joint industry pro-
ject to make a standard for how to set up an
OT SOC. “We are in the market trying to find
partners. There are already multiple standards
for setting up an IT soc, people are investing
heavily into that.”

DNV perspective

Risk management is about trying to reduce the
probability of the event happening, or trying to
reduce the consequences, or trying to stop the
risk itself from happening, said Anne Wahl-
strom, Head of unit Advisory Nordics OT
Cyber & Functional Safety with DNV, also
speaking at NightWatch.

This can get very hard for risks with high
consequence and low probability. For this, a
different approach is needed.

“That was the background to looking at pro-
cess safety / barrier management,” she said.

Cybersecurity includes physical security



— | =

Cybersecurity / Automation

Ragnar Heksem, advanced cybersecurity engineer at AkerBP with Anne Wahlstrem, Head of unit Advisory Nordics OT Cyber &

Functional Safety with DNV

(securing the building, its servers and docu-
ments); personal security (being sure the
people with access are the ones you want to
have access); and information security (the
verbal, physical and digital security of your
information and data).

While all companies have someone respon-
sible for IT security, it is very rare for com-
panies to have someone responsible for OT
security, who has a budget. “AkerBP has really
understood this,” she said. “OT cybersecurity

is a separate department equal and the same
level as IT cybersecurity.”

A barrier management system is sometimes
thought of as the ‘Swiss cheese model,” she
said. The idea is that that an accident can only
happen when all the holes in the cheese line
up, and something penetrates all the barriers
at once.

You can have layers for “prevent, control,
mitigate, rescue,” or follow the US NIST

framework, “govern, identify, protect, detect,
respond, recover”.

There will be different people responsible
for compliance of meeting different stages
of the Swiss Cheese model, such as “govern”
and “detect”. There can be many processes in-
volved. Often, it does not work as a system the
way it should.

Operators need to identify the barriers and
what is required for the barriers. Then you
constantly monitor if your barriers are suit-
able. “It’s a way of understanding if you have
control of the risk, and to what degree require-
ments are fulfilled.”

“We call this the ‘housekeeping activities’
you need to do to ensure you don’t have holes
in your barriers,” she said.

Just seeking to “analyse risks” may not give
you much value. It is possible for a cyber-at-
tack to compromise your public address sys-
tem, radar, fire and gas detection system all at
once. “You have a totally different and much
more dynamic risk picture.”

“Cybersecurity needs to be explained to
people responsible for maintaining systems.”

For physical risks, the oil and gas industry
has a good knowledge of the risks and how
much safety “load” to design for. But with
cybersecurity, industry doesn’t know, i,
she said.

Reducing OT security labour costs 70%

Rockwell Automation says it supported a “top 5 oil and gas producer” to reduce the labour costs associated with OT security
by 70 per cent with its “SecureQOT Platform”. Here’s how it worked

US industrial automation company Rock-
well Automation reports that it assisted a
“top 5 oil and gas producer” to reduce the
labour costs associated with managing oper-
ations technology security by 70 per cent
with its “SecureOT Platform” technology.

At the same time, this oil and gas producer
found ways to manage cybersecurity better
than before, improve visibility, and “accel-
erate maturity,” Rockwell says.

The company, whose name was not re-
vealed, was seeing escalating cyberattacks
on its critical infrastructure, putting it under
pressure to strengthen its OT cybersecurity.

The company has complex operations, a
diverse mix of control systems, and limited
resources. It also wanted to ensure produc-
tion was not disrupted while systems were
implemented.

The company already had perimeter fire-
walls, anomaly detection tools, and software
patches from vendors, but was seeing dis-
jointed results, Rockwell says.

They lacked asset-level visibility and were

overwhelmed by false-positive alerts. They
struggled to close the gap between identify-
ing threats and remediating them.

They had many manual processes and
siloed tools. Critical vulnerabilities were
being left unaddressed. Executives had no
clear line of sight into actual OT cyber risk.

The producer also realized that adding
more tools would not improve their cyberse-
curity maturity.

They decided they needed a vendor-neu-
tral platform that could work with systems
from multiple vendors, consolidate the risk
insights, and automate remediation.

The solution also had to scale without add-
ing headcount or risking operational uptime
since there were budget and staffing con-
straints.

The company chose Rockwell’s SecureOT
Platform to do this.

With the software, the company could do
enterprise-wide risk analysis from one loca-
tion. Then it could support local plant teams

to fix problems.

It used the software’s tools to find dormant
login accounts, outdated virus signatures,
unapproved software, and firewall miscon-
figurations, without scanning sensitive OT
systems.

The oil and gas producer reported it had
significantly advanced its OT cybersecurity
maturity in 12 months, without extra staffing
or deploying a patchwork of new tools. It had
also done software and data backups in many
facilities.

When faced with an attempted attack, the
company team was able to quickly pinpoint
affected accounts. It could deploy a site-level
remediation plan that was executed safely
and within hours.

It said that the labour costs associated with
OT cybersecurity management were 70 per
cent lower than previously, and there was
improved network segmentation in the OT
systems. It was also in a better position to
take on further cybersecurity initiatives in
future. i;ﬁi‘:'r -
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